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. Architecture diagram

Cellular
Network

SafEey Eoaemyg

S2EZVPN server: 10.8.0.1

o
i "} i TCP, port 1194 LTE rad‘l
1:192.168.33.1

TestPC 2: 192.168.23.14/24
= Default Gateway set to 192.168.23.1
= Add rule in Winl0 to allow incoming ping traffic on TestPC 2

This scenario exhibits a connection from a cellular VPN client, in the field, to a VPN server at a company backbone.

For example’s sake we do run both server and client on Acksys devices.

An internal traffic redirection rule forwards incoming VPN traffic from the company public IP address to the VPN server
IP in the backbone.

For the sake of clarity and easier troubleshooting it is advised to first build a tunnel without certificate/key. Once the
tunnel is up and one can ping from one test pc to the other test pc, authentication and encryption must be added.
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II. Read before start

1)

Cellular network operators filter incoming UDP traffic in general and ports (udp or tcp) in general.

This means that vpn client might well be able to send openVPN traffic but VPN server might not receive it (in case one
deploys the server over cellular too, running it on a LTE/5G device).

Or in case server is in a wired infrastructure, it might well answer incoming VPN traffic but answers are filtered when
entering the cellular network and not forwarded back to the VPN client.

In this case either negotiate with your carrier to have necessary protocols and ports open for your SIM plan, or more
easily, tweak the protocols and ports used to bypass the carrier filters (use TCP instead of UDP and/or use other port
than 1194).

This is the reason why, in following examples, TCP protocol is used instead of UDP.

2)

On Windows10 ping answer is disabled by default.

Any incoming ping request is dropped by Windows firewall.

One must add a rule to allow incoming ping traffic on the test PC’s. See appropriate section below.
https://docs.microsoft.com/fr-fr/windows/security/threat-protection/windows-firewall/create-an-inbound-icmp-rule

3)

Upon creation, VPN instance (client or server) is not explicitly attached to an interface.

When in server mode, it will listen to all available interfaces.

When in client mode, it will mount on the interface from which the VPN server IP address can be reached. On a cellular
device, this will typically be the cellular interface.

4)

In case using the cellular device as VPN server :

the SIM card must be able to get a public IP address from the carrier.

Do contact your carrier representative to get such service activated on your SIM.

Standard SIM plans do not provide public IP, only private IP.

With reason. Having a public IP on your device makes it visible and open to any malware and attack from the internet.
In case you need to set the VPN server on the cellular device, you MUST :

- set and define a strong and unique password on the Acksys device (to access the MMI)

- if possible block all incoming traffic on the WAN interface and only allow known traffic

- purchase a private APN at your carrier.

This is to protect you against device being hacked and used for malware purpose, for example generating or receiving
loads of traffic in the frame of DoS attacks or flood attacks that will result in bill shock and high data consumption costs
charged by the network provider.

Copyright © 2020 ACKSYS Communications & Systems. All rights reserved.



ACKSYS APPLICATION NOTE | APNUSO15 OpenVPN tunnel

COMMUMNICATIONS & SYSTEMS

lll. VPN Server configuration

A. Set LAN1 interface
Go to Setup>Network>Add Network :

COMMON CONFIGURATION

Genersl Setup | [ Interfaces Settings | [ Admaced Settings |
Enable interface =)
Retwork description LAN
D Friwncty nama for yous neswort
Protosal [amtic E
IPvd-Addre:
R 192.168.33.1
G sirn [255.255.255.0 Z
Detault 1Pvd gateway
Detsult gateway metric
[ r— i A s gt
[Used only when & defoult gatewny |s defined on this interfooe)
THS serveds) [ [
1) “ou cem specity multiple S servers mere, press enter 12 3dd 0 new entry here wil cvemde

Description : LAN,

IPv4 address: 192.168.33.1,
netmask : 255.255.255.0,
Save.

Assign this network to Ethernet port 1.

By default all device interfaces (ethernet ports and WiFi interfaces) are bridged to a common lan.

In this scenario we do not need WiFi and we want to isolate the 2 ethernet interfaces on 2 distinct LAN.
Go to Interface Settings tab.

COMMON CONFIGURATION

General Satup | | Intertaces Settings | | Advanced Setings |

Bridge interfaces [0 0 oeates a brisge over spastied injestacessy

Interface ) Vi adapter; Wifs (currently drsabied) - acksys_nm
® L Eiharmet adapier: LAKT (network: LAN)
O I Ethemet adaprer: Lavz

Lokl [1500

Bridge Interfaces : unchecked,
Interfaces : assign only the ethernet port 1 (for some reasons called « LAN1 ») to the LAN network.

Save.

B. Set LAN2 interface
Go to Setup>Network>Add Network :

COMMON CONFIGURATION

General Setup | Interiaces Settings | Advanced Setlings |
Enabie interface =
letwork description WaN
(L) Friandly name fo pew netwat
Pratacol | satic |
IPvd-Address 192.168.1.249
IPyd-Hetmask | 255.255.255.0 oot
Default [y gateway 192.168.1.2

Default gatewsy metric

@ y pricei i ; towait 5 chosan.
[Used only when 8 defauli getewny |s deSned on this interface)

DS sarveris] |
16D s oo specify multiple ONS serven hare, press entes %2 894 8 new entny.

Description - WAN (it is called WAN as this LAN interface will provide a WAN access over the company internal network),
IPv4 address : any relevant IP matching your own setup,

netmask : 255.255.255.0,

Default Gateway : any relevant IP matching your own setup,
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Save.

Note if you plan a field-only scenario (where both Acksys devices, client and server are in the field using cellular
connection as WAN access) you can skip this step and do not need to create a second LAN network.

Assign this network to Ethernet port 2 :
Go to Interface Settings tab and verify ticked interface is Ethernet adapter LAN2 (WAN).

COMMON CONFIGIRATION

General Setup | Interfaces Sattings | | Advenced Settings |

Bridge inertices ] i@ ormates o brisge over specities intonaceisy
Interface ) 8 VIF) adapter: Wi [zurrently disabied) - acksys_sm
£ Etharnat adaptes: LARY inetwork: LoN
@) ¥ Ethernet adapter: LAKZ (netwark: VEAN)
MTY | 1500
s00
Save.

Go to Setup>VPN>Add Instance :

Tunneal settings | | AuthiCryy
Enabie virtual netwark (=]
State at startup G =

1G] Defoultis ug’ exsept for netwonis with profocal none”.
Usa ‘domn I th: natwedk: sheould be beought up only by avnt niles

OpenVFH Instance descriptan =

1ED Friendly name tr tels VPN instance

fale [Server (calied) 1=
Pratocol | TCP =

1 Faver UDR, a petantial sl TEF avme -
Listener port T

[119¢

IED) UDF o TCP port that ihe server will Estan 1, &=d that the lignt will call

Data channel compression [ i@ use tast 123 compereanion

Tumnel type [.I 3 {IP} tunned
() Doty L3 nemnets are supperies

VP subnet locsl IP address [10.8.0.1 |

(1P ndsvess of tha local VPN endgeint, nol used in TLS diant mode sincs il is gulled fiam server

[255.255.255.0 |

VPN subnet mask

(E) Subnet mask of the VPN subnet, not ssed In TLS dient mode

Keepalive periad 1a |

1) Mmepaiove paricd (secns) sy wach fime, @ packet it s i sach peario slicit « seipone

Keepalive timeout [ |

12D veepsive timeout [seonnds), Cornecion femmingtes If no Fatha s reocived from the pesr for such fime

State at startup : Up,

Description : vpnl,

Role : Server,

Protocol : TCP. Remember carriers do filter UDP inbound (traffic from the internet to the Airbox LTE),
Listener port : 1194,

Local IP address : 10.8.0.1.

Add route for VPN server to be able to find remote subnet on testPC 2 (beyond VPN client) :

This section is used in both Server and Client modes. Itlists the routes to be installed in the local IP stack.

« I the clienl, il ists Me senver subnels reachable using he server as gateway,
= Inthe sarver it lists the client subnets reachable using the diant 3s gatewsy.

Ifthe gateway is notindicated, il defaulls to the VPN remole address.
TARGET NET HETMASK GATEVY METRIC SORT

[192.168.23.0 | [zss3s5.2550 | [ws02 | [petau o | ++ H

] add

Set authentication and cryptographic parameters. As explained above it is advised to set them in a second step only
after the tunnel can mount and remote test pc’s can see each other,
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Tunnsl setlings | AuthiCrypla | Sanver settings
Key type [ Mo key (antais F2P, cleartest, no 2uth) ]

Data channel authentication digest [SHAL [DpenvFh dafault) |
() Dats channal sutristication algoithm Adds cverhaad Lo kurms 520 553 procesting ime.

Save.

D. Set network zones
A zone is a network or a group of networks which will obey user defined firewall policies.
We will add 3 zones, one for LAN1 (aka LAN), one for LAN2 (aka WAN), one for the VPN.

1. LAN zone
Go to Setup>Routing / Firewall>Network Zones>Add zone :
ZONE section :
Name : LAN_zone,
Enable NAT : disable (untick) parameter,
Covered network : select (tick) LAN,
INTER ZONE FORWARDING section :
Select « VPN » zone (you might want to create this zone prior to selecting it),
Save.

ZOME "LAN_ZONE™

This section defines common properties of LAN_zone™.
Covered petworks speciies which available netwarks are members of this zone

General Settings | | Adanced Selings

S |Lan_zane
Enable NAT LI L T—
MSS camping O
Detault aceeptance policy for local services [al enatied =]
IE ¥eu can st or cpan the local services in the fieswall sedlion Seice
Covered networks E LaK s.
AN ':_

vpnts

INTER-ZOHE FORWARDING

Use this section oaly if MAT is disabled on this Tone,
Thea options balow contro! the farwarding policies betwaen this zana (LAN_zane) and ather zones. Zonss cover i from "LAN_zone". The forwarding rule is uidiectiona, & 0. a forward from lan fo wan does
Actimply a permiszicn 1o forward from wan b lan as well

Allcw ferwarding to destination zones: = vm-.:-;

VAN F]

=
o

2. VPN zone
Browse back to Network Zones>Add zone and add a 2" zone :
ZONE section :
Name : VPN_zone,
Enable NAT : disable (untick) parameter,
Covered network : select (tick) VPN1,
INTER ZONE FORWARDING section :
Select « LAN » zone,
Save.
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ZOME "VPH_ZONE™

This section defines comman properies of VPR_zone™.
Covered nefwarks speciies which availadle netwarks ane members of this zone

General Settings | | Advanc:
Hame

[ver_zane
Enable AT [ 0 ooty on public zenes, Waming: if usng VARE, tne MATeS neswos must b vt f pestoost HONE
M55 clamping O
Default sceepiance policy for loeal services [all enabled 15
Yeu pan the Ealow
Covered networks

INTER-ZOHE FORWARDING
Use this section oaly if AT is disabled on this zone.

The cplions below control the farwarding pelicies between ths zana (VPN_zone) and oiner zones. Desfinafion zenes cover forwarded traffic eriginating from “VPN_zone™. The forwanding rule &5 unidirechena, @ 0. 3 forward from lan 1o wan does.
Aotimply a parmission o forward from wan b lan &3 well.

Allow forwarding to destination zones: B .
g I LA gone Lot i
L1 wan_zane wan o

3. WAN zone
Browse back to Network Zones>Add zone and add a 3rd zone :
ZONE section :
Name : WAN zone,
Enable NAT : enable (tick) parameter,
Covered network : select (tick) WAN,
Save and apply.

Thiz seclion defines comemon progedties of WAN_zone”,
Covered nefworks specsies which availadle networks are members of this zone.

General Sallings | Advanced Settings |
Hame

[wan_zana
Enabili NAT ET @ oniy en publiczanes. Waming: if ing VARF, foe NATed netens musi be sal 1o protoon NONE
M55 clamping 0
Default scoptance poficy for local services [ disabled -
@ rou cpen the In the below
Covered networks

INTER-ZOHE FORWARDING

Use this section only if NAT is disabled on this zone,

The cptions below control the forarding pelicies Detween this zons (WAN_zone} and ofer Zones. Destinalion Zones cover forwarded traflic oniginating from “WN_zone”. The Ie iz B to wan does
Aot imply a permission o farward fraem wan b lan as well

Al Forwarding to destinelion pones:

At this point you can loose access to the IHM and, in order to get it back, you might want to set your test laptop ip to
192.168.33.14 as explained below in testpc 1 setup.

Note for a field only scenario (server running on a cellular device too) you do not need to create a WAN zone.
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IV. VPN client configuration

A. Set LAN1 interface
Go to Setup>Network>Add Network :

COMMON CONFIGURATION

General Setup | Interfaces Settings | | Advanced Settings |

Enabl interface =2
Metwork description |1.qca| netwark
IEh Friundly nama for your natwer
Bt [ static =]
IPya-Address |192.168.23.1
[ E— [255.255.255.0 &

Default Pvd gatewsy |

Detault gateway metric [o

10 Gatewsy priocity ribgured; lowest Is chosen.
{Uvnd coly whan = Selacit gatwway 3 duline on this interface)

NS serveris] [
1} ¥ou can iwcity ltipie DS amrvers hive. Erass eoitas 1o

Description : Local network,

IPv4 address : 192.168.23.1,

netmask : 255.255.255.0,

Save.

(There is no need to specify the default gateway).

B. Set LTE interface
Go to Setup>Physical Interfaces and enable LTE interface : @

Then Edit the network : 4
Choose the SIM tray (1 or 2). Verify the SIM card is in this tray.

Go to either SIM1 or SIM2 tab :

General Satup | | S/t 1 | [SM2 | [Avanced Satiings |

SIM card 1 PIN code [Foves LSe

B Entm the comect SLAT 1 P8 code o you might lock your e cand

SIM card 1 aceess point (APH) =

@ Mnquires mxamst fer LTE-anly manectises

Authentication pratocel | S anly =

Populate SIM PIN and SIM APN.
Save.
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C. Set VPN interface
Go to Setup>VPN>Add Instance :

CONFIGURATION

Tunnel settings | AuthiCrypto | Clignt saitings |
Enable virtual network (=]
State st startup [ua =]
(D Delouit is ‘up' except ke nabeods with proiocal none’.
L ‘dwent if his natwerk shecld ba by by
OpenvPN instance description
2 {vpm

{5 Friendly name fos this VEN isiance
Aoie | Ghant {cating) ]
Protacol | TCP |
I Faver UDP. an TCP lnads 1o potentinl caflicts s S TCP over TEP sedundancy mackanismy

Listener part 1108

(G U =1 TCF 2rt that the serve will atun 12, 0 that the cliant ol sl
Daita channel compresssn [ i@ use tast 120 compeession

Tunnel type [EE
(G Oy L3 nunnels are suppones

VPN subnet local 19 address |10.8.02

1ED 1P mdcreas of o Iocal VEH mndpcict, nol ume in TLS dinnl made since it i muled from s

PN subnet mazk [z55.255.255.0

I Subnet mas: of the VN subnel, not wsad in TLS dient mese

Keepalive period 10

IED Heepative pericd (seoondst Every such time. 8 packet is sent 12 each peer to elict a respanse.

Keepaive imeout Tog

(B Hinpaion fimmcut [sbtmnds) Comaction baminadas if ne Ealfi s rasived frem ha e tor such lim

State at startup : Up,

Description : vpnl,

Role : client,

Protocol : TCP. Remember carriers do filter UDP inbound (traffic from the internet to the Airbox LTE),

Listener port : 1198.

Note here different port than the actual one the server has been set to listen to. This is due to the redirection rule on
the backbone side that listens on this particular port on the public IP and will redirect internally to 192.168.1.249:1194.
You might want to set in this parameter any relevant port matching your own setup.

Local IP address : 10.8.0.2.

Set authentication and cryptographic parameters. As explained above it is advised to set them in a second step only
after the tunnel can mount and remote test pc’s can see each other,

Tunneh sattings | | AuthiCrypta | | Server setings |
Key e [ Mo key (enails F2P, cleartest, no auth) v]

Data channe! authentication digest [ 5HAL (Openven dafault) ~|
(5 Data channal sutrantication algoithe, Adds cvirnaad 1o ks 520 50 processing ime.

In client Settings tab set remote OpenVPN server address :

Tunnel settings | | AuthiCrypts | | Client settings |

Remote OpenVPH server address _ |

D Ramels CpanvPH sarves addis

Do populate the relevant IP where the VPN server can be reached. In our case the public IP on the company network.

Add route for VPN client to be able to find remote subnet on testPC 1 (beyond VPN server) :

Thig secon is usedin both Server and Client modes. I lists the routes 1o be installed in the local IP stack.

= Inthe cient it lists the server subinats reachatile using the sener a5 galeway
» Inme server, itlsts the client subnets reachabls using the client &5 gateway.

Ithe gateway is nal indicated, it defaults 1o the VPN remote address.

TARGET HET HETMA S GATEVAY METRSC SORT
[192.168.33.0 | [r5assassa [i0.8.0a [Dafaut: 0 v B
N
Save.
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D.  Setnetwork zones
A zone is a network or a group of networks which will obey user defined firewall policies.
We will add 2 zones, one for LAN1 (aka LAN), one for the VPN.

1. LAN zone
Go to Setup>Routing / Firewall>Network Zones>Add zone :
ZONE section :
Name : LAN,
Enable NAT : disable (untick) parameter,
Covered network : select (tick) Local Network,
INTER ZONE FORWARDING section :
Select « VPN » zone (you might want to create this zone prior to selecting it),
Save.

ZOME "LAN®

Thiss section defines common progerties of LAN",
Covered netvorks speciies Which available networks are members of this zone.

General Sattings | Advancad Settings |

Kame [an
Enable NAT ] @ 0niy on public sonas. Wamning: il using VARP, Sk NATad sabmerk miust Sa st 40 pickocsd HONE
M55 clamping O
Detault acceptance policy for local services | ll enabled '
apen in below
Coversd networks

&1 |Locainetwon: ;2| =l @

O |cemsor

INTER-ZOME FORWARDING

Use this section oaly if AT is disabled on this zone.
The cptions below control the forwarding policies between this zone [LAN) and other Zones. cover forwarded ah from "LAN". The iz anal, .. & forward from [an to wan dogs Aot imply &
permission ta forward from wan fo lan as well,

Allow forwarding to destination rones:

2. VPN zone
Browse back to Network Zones and add a 2" zone :
ZONE section :
Name : VPN_zone,
Enable NAT : disable (untick) parameter,
Covered network : select (tick) VPN1,
INTER ZONE FORWARDING section :
Select « Local network » zone,
Save and apply.

ZONE “VPH_TONE"

This section defines comman properties of VPN_zane”.
‘Covered nefworks specifies which avaiable networks are members of this zone.

General Settings | | Advanced Settngs
Naenve

|VPH_zane

Enable NAT [ @ Oty e pblic sovmas. Warsing: IF sing VARIP, th MATad bk must s sit 45 pustocsd MONE
M55 clamping O
Default scceptance policy far local services | &8 enabled 5|
1B You can reswect o« agen the local serviaes In the frewall seatin below
Covered networks —— e
Losalneswork g 4 6
E fvni =
O [cewnr g

INTER-ZOME FORWARDING

Use this section only if NAT is disabled on this rone.
The options below control the forwarding policies between Mis zone (VPN_zong) and ofher zones. forwarded tram from “VPN_zome”. The forwardng rule s widiectional, e.0. @ forward from lan to wan does
Aot imply 3 permission 1o fonward fram wian 1o lan as well,

Allow forwarding 1o destination romess =

LAY Local network: * - @

At this point you can loose access to the IHM and, in order to get it back, you might want to set your test laptop ip to
192.168.23.14 as explained below in testpc 2 setup.
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V. Test PC’s configuration

A. Test PC1 configuration
e Open the network adapter settings and set static IP 192.168.33.14/24 and default Gateway 192.168.33.1
* Allow incoming ping traffic on pc:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-inbound-icmp-
rule

(french version)

B. Test PC2 configuration
e Open the network adapter settings and set static IP 192.168.23.14/24 and default Gateway 192.168.23.1
* Allow incoming ping traffic on pc:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-an-inbound-icmp-
rule

(french version)

C. Debug tips

1. verify the routing tables in the device
Routing table are available under STATUS>NETWORK>ROUTES.
Example here on the routing table from the server side :
ROUTES

The following rules are currently active on this system.

ACTIVE |PY4-ROUTES

NETWORK TARGET IPVA-NETMASK IPVA-GATEWAY METRIC
WAN defaull 0.0.0.0 192 166.1.2 1]
venl 10.8.00 255.255.255.0 local o
WAN 152 168.1.0 255,255.265.0 local 1]
venl 192168 23.0 255 265.255.0 10802 o
LA 192.168.33.0 255 256 2550 local 1}

Do send a screenshot of this table on both client and server side in case you need to contact support.
In case you run the server side on a linux machine (non Acksys) do send the result of route -n command.

2. verify proper IP configuration
in following order :
- Check the public IP address is reachable from the client side
Ping from the Acksys client to the VPN server public IP address. If not working, especially in the case of the VPN server
being a cellular device, verify the IP address is well public and possibly come back to your cellular network provider.
- Check both client and server can ping each other
Trigger a ping from 10.8.0.1 to 10.8.0.2 and reverse-wise.
- Check both LAN interfaces can ping each other
Trigger a ping from client to eg 192.168.33.1 and from server to eg 192.168.23.1
- Check both test pc’s can ping each other
Trigger a ping from Test PC1 to test PC2 and reverse-wise.

3. wait after boot for tunnel to mount
Tunnel will require a certain time to establish between client and server. Typically a couple of minutes.
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